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Attn: Cyber Squad V5 Systems, Inc.
450 Golden Gate Ave. 13th F1. 3191 Laurelview Ct.
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From: Andrew G. Watters, Esq.

118 South Blvd.

San Mateo, CA 94402

+1 (415) 261-8527
andrew@andrewwatters.com
[victim’s attorney]

Suspect: Saeed Arash Far
1945 Barrymore Common, Unit C
Fremont, CA 94538
(510) 928-4546

saeedarashfar(@gmail.com
Case ID: V5-20200701

Title: Computer Fraud
Computer Tampering
Report of Investigation

Synopsis: To provide a summary of information developed to date
in this private investigation.

Details: The following information was developed concerning the
above-captioned case:

Introduction

I am a lawyer in California (license no. 237990), and
I conduct private investigations pursuant to Business and
Professions Code sec. 7522(e) and 7582.2(e). These statutes
exempt attorneys from the private investigator licensing law.

I also represent V5 Systems, Inc. and its CEO Steven Yung
as outside litigation counsel and personal counsel, respectively.
Mr. Yung asked me for help with this incident, which I
investigated in an effort to facilitate the filing of a lawsuit
against the defendant and his new employer, as well as a report
to the FBI due to the defendant’s violations of various Federal
laws against computer fraud.
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Incident Summary

V5 Systems, Inc. (“V5”) manufactures artificially
intelligent security cameras and similar products for a variety
of U.S. and international customers. The company is currently
in discussions with a private equity firm for a $100 million
acquisition, which would include V5’s patent portfolio (example:
patent no. 9,543,786 for a portable power system). V5°’s
computers and computer systems are connected to the internet and
used in interstate commerce.

In mid-June 2020, a senior employee of V5, Saeed Far, stole
approximately 900 computer files containing proprietary technical
data shortly before he departed the company. Then he deleted
the data from the company servers, thereby denying access to the
rest of the company. Both actions are violations of applicable
civil and criminal laws, as well as the applicable employment
contracts. Since early July 2020, Far has been claiming that
he has been trying to return the data by re-uploading it, but
his claims are inconsistent with the digital evidence. Also, he
refuses to provide a screenshot substantiating his claims.

The missing data are elements of V5’s patent portfolio,
which has been valued at around $80 million and is critical
to the company’s future. The data are believed to be in the
possession of the employee’s new employer, Gotion/Energy Port.
Gotion is located in Fremont, California near V5. Attempts to
contact Far have been unsuccessful in retrieving the missing
data. The Fremont Police Department lacks a cyber capability and
has no apparent interest in this case.

I am preparing a large civil lawsuit against Far and Gotion
that will include claims for misappropriation of trade secrets
and request injunctive relief, among other requests. Meanwhile,
V5 requests assistance from the FBI in investigating this
incident with a view toward prosecuting the offenders for the
likely irreparable damage done to the company.

Detail

V5 CEO Steven Yung related substantially the following in
telephonic interviews and via email:

Far was hired in 2017 as Vice President of Hardware
Engineering. In that capacity, he had complete access to the
company’s proprietary technical data, although it is unclear how
much work Far actually did for the company during his time with
V5.

V5 uses Google Drive and Dropbox for circulating materials
internal to the company. Far had access to this system, as
shown in the attached log file generated by Google Drive showing
exactly what he did and when.
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On June 9, 2020, Far and V5 mutually decided to end Far’s
employment, with his last day being June 30, 2020. The log of
Google Drive accesses by Far shows that on June 16, 2020, Far
downloaded approximately 900 files from the V5 Google Drive using
an IP address that traces to Gotion (104.193.128.42). Gotion
is a research and development company in Fremont that works on
battery technology, much of which is directly applicable to the
work V5 has done on power supplies and batteries for its security
camera offerings. Gotion is the parent company of Energy Port,
which is Far’s new employer.

Over the last year, V5 has had financial trouble stemming
from a bond funding that was supposed to close in Summer 2019,
but which has been delayed and is still in the process of funding
as of this report. As a result of those financial challenges, V5
has been unable to make payroll at various points and ultimately
owes Far several tens of thousands of dollars in back pay. Yung
believes that Far retaliated for the non-payment by deleting the
company’s valuable technical data files.

The Google Drive log also shows that Far downloaded and/
or viewed files from his home using his Comcast cable connection
(73.231.211.99).

Since the files were discovered to be missing around July
7, 2020, Far has been claiming that he is re-uploading the files
and that they are at various stages of completion. This appears
to be untrue because the files are not reappearing on the Google
Drive or Dropbox.

The loss of much of V5’s technical data will certainly cause
grave damage to the company, at great personal cost to numerous
investors, because V5 will be challenged in terms of its ability
to continue to build new products without ready access to the
technical data and files.

V5 Vice President of Operations Jeff Smith related
substantially the same information as Steve Yung.

V5 Sales Engineer David Barnes related substantially the
same information as Steve Yung.

V5 Information Technology administrator Regie Anonuevo
was in the hospital with COVID-19 and his prognosis is grave,
therefore he was not able to speak with me.

V5 President Mazin Bedwan was unable to speak with me due to
his schedule.

The defendant, Saeed Far, initially declined to speak to me
about substantive matters. He initially referred all questions
to his attorney, who he would not name and who he admitted has
not been hired yet. When asked about the missing files, he
initially said “there was no incident,” and he instead asked me
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how he could get paid the money he is owed by V5. He was hostile
and combative even during the brief call. Then he called back
five minutes later and asked who handles investor relations

for V5, because he is an investor and he wants to audit the
company’s books. I told him truthfully that I do not know who
handles that and to ask Mr. Yung. He called back a couple of
hours later and talked to me for 26 minutes, during which he made
numerous comments about the missing files but said essentially
nothing new. During the lengthy call, he explained that he

was initiating an account recovery on Google Drive and that

was 717 complete. However, he refused to provide a screenshot
substantiating this. He refused to admit downloading the files
from the new employer’s computer network, stating he does not
recall doing that. He refused to identify his new employer. I
then confronted him with the log files and told him he was lying,
but he still would not admit downloading the files. Instead,

he steered the conversation toward him being an investor and

not wanting to harm V5 because it would harm him as well. He
repeatedly asked whether he needed a lawyer, and I repeatedly
told him that if I were him, I would hire counsel. Far then

said toward the end of the call that he wanted to “throw out this
statement and talk to my lawyer.” I told him he could not take
back what he had already told me, but that he was welcome to
consult counsel moving forward. He did, in fact, retain counsel,
Curtis Allen, Esq. of Redwood Shores. As of this writing, Mr.
Allen and Mr. Far are reviewing my interview report and notes,
and they say they will contact me with any corrections.

I analyzed the Google Drive log files and determined that
more than 900 files were downloaded by Far on June 16, 2020
starting at 4:31 p.m. V5 is putting together a summary of what
the files contained in order to assess the damage done by Far.
Meanwhile, I am filing a civil lawsuit that includes injunctive
relief to get Far to preserve and return the files.

Conclusion

Far has violated multiple provisions of the Computer Fraud
and Abuse Act, 18 U.S.C. sec. 1030 et seq. Federal assistance is
requested in resolving this case due to the complex cyber aspects
of it and the lack of interest from the local authorities.
Recommendations:

Set leads described below.

Leads:
Lead 1:

Conduct interview of Saeed Far.
Lead 2:
Conduct interview of Steven Yung. 00
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Steve Yung

On July 15, 2020, Steve found out that V5 was having
access problems getting to the data on their cloud. Steve said he
became aware through an email from his VP of operations stating
that Saeed never uploaded the files back to the server
or cloud after his departure as he had agreed to do. Saeed had
promised to send V5 all the information back, but he did not do so
and they never received anything from him. Saeed stated that he was
not able to upload without risk of corrupting the files, or that
the files were already corrupted, and that’s why they couldn’t be
fully uploaded.

June 9, 2020 is when Saeed resigned from V5 Systems. Upon
resigning, he was supposed to turn in all the information and data
that he had been working on for V5 Systems. This incident is still
ongoing-- they have not been able to recover any information, but
they are in the process of trying to recover the information from
the various different providers like Dropbox and Google Drive. In
order for V5 Systems to continue with their designs, they will
need the data that is missing or they will not be able to continue
working on various projects.

Saeed worked out of the Fremont office, but his actions
affected the whole company. The exact locations that were affected
were the Dropbox, Google Drive, and various cloud systems that the
data was stored on. When IT went to look for the data where Saeed
said it was, it had been deleted and downloaded elsewhere to an
unknown location. Steve said he had only one interaction with Saeed
since this incident: he called him to ask to return the data. Saeed
did not respond to that inquiry, but simply stated to talk to his
attorney.

Steve is the CEO of V5 Systems and he’s also a
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shareholder. He is in charge of trying to recover the data that
was lost. Steve said this is the first time any incident like this
has ever occurred. Steve said he believes Saeed did this partially
out of revenge due to the fact that he was not getting paid by V5
Systems on time. Steve believes that’s the main reason Saeed is
doing this. Saeed has been employed at V5 from 8/1/16 - 7/1/20.
Saaed had been receiving his regular pay from 8-1-16 to 8-15-

19 for 3 years. Due to delay in V5’s funding, on their books they
owed Saeed back pay from 8-15-19 till 4-30-20. V5 resumed Saeed’s
regular pay on 5-1-20 till he resigned on 7-1-20..

However, from 8-15-19 to 7-1-20 (Saeed’s resignation
date). Saeed did not actually perform any work for V5 during that
period stating that there was no work for him to do or could not
perform any work at all because he didn’t have engineers available.
He was in fact consulting with another company called Energy Port
which we found out from him only just prior to his resignation as
he needed a good reference from V5 since Energy Port is a vendor to
V5.

At this time, Steve said he’s not sure if Saeed is
sharing the data and information with other companies. Saeed
keeps claiming that the files got messed up somehow and are stuck
and will not fully download, which means they will not be able
to be accessed. They use DropBox and Google Drive. They served
as backups to each other. Saeed intentionally deleted data from
both locations. Steve did mention one way to avoid this in the
future would be to have alternitive backups or hard copies in case
information is lost or deleted. That way they are able to recover
it from somewhere else. It is almost 6 years’ worth of information/
data, and if it is fully lost it will cause the company great
turmoil.

Leads

Lead 1: Speak with Jeff, senior VP of operations.
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Saeed Far

On July 31, 2020, I called the defendant, Saeed Far, who
initially declined to speak to me about substantive matters. He
initially referred all questions to his attorney, who he would not
name and who he admitted has not been hired yet. When asked about
the missing files, he initially said “there was no incident,” and
he instead asked me how he could get paid the money he is owed by
V5. He was hostile and combative even during the brief call. Then
he called back five minutes later and asked who handles investor
relations for V5, because he is an investor and he wants to audit
the company’s books. I told him truthfully that I do not know
who handles that and to ask Mr. Yung. He called back a couple of
hours later and talked to me for 26 minutes, during which he made
numerous comments about the missing files but said essentially
nothing new.

During the lengthy call, Saeed explained that he
was initiating an account recovery on Google Drive and that it
was /17 complete. However, he refused to provide a screenshot
substantiating this. He refused to admit downloading the files
from his new employer’s computer network, stating he does not
recall doing that. He refused to identify his current employer. I
then confronted him with the log files and told him I knew he was
lying, but he still would not admit doing it. Instead, he steered
the conversation toward him being an investor and not wanting to
harm V5 because it would harm him as well. He repeatedly asked
whether he needed a lawyer, and I repeatedly told him that if I
were him, I would hire counsel. I offered him the opportunity to
review his statement, but Far then said that he wanted to “throw
out this statement and talk to my lawyer.” I told him he could
not take back what he had already told me, but that he was welcome
to consult counsel moving forward and also review his statement.
When asked directly whether he would review his statement or was
declining the opportunity, Saeed repeated at least three times: “I

Investigation on 07/31/2020 at San Mateo, CA
File # v5-20200701 Date dictated 08/03/2020
by Andrew G. Watters Anhec Z Wattare

This document contains neither recommendatioﬁg nor conclusions of Andrew G.
Watters. It is the property of Andrew G. Watters and is loaned to your agency;
it and its contents are not to be distributed outside your agency.




FD-302a (Rev. 10-6-95)

5

Continuation of FD-302 of Saeed Far On 07/31/2020, Page 2

will talk to my lawyer.” This concluded the lengthy call, which
mostly consisted of Saeed asking rhetorically why he would want to
harm the company when he is an investor.
Recommendations:

None.

Leads:

Lead 1: Interview IT administrator of Gotion, Inc.
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Jeff Smith

According to Jeff, senior VP of operations, Saeed was VP
of hardware engineering. Saeed had been working for the company for
about 3 1/2 years at the time of his resignation. Saeed was hired
on to develop the next generation of hardware, but Jeff said he did
not do so; in fact, he didn’t even start at all in the 3 1/2 years
he was there. Saeed essentially had done no work at all. He had
been lying to everyone and giving false updates on work that was
not being done. Saeed completely stopped working around six months
ago, but stayed on payroll and was still getting paid, then in June
he officially resigned with his last day of work being June 30th,
2020.

Saeed had spoken with Jeff in the beginning of June about
how he could not complete his work, due to V5 not having enough
employees. Saeed informed Jeff he had another offer at a different
company and that he was going to accept it. That’s when they
decided his last day was going to be June 30, 2020. Jeff said that
he had asked Saeed to give all the information and files to Regie
in the IT department.

Jeff found out about the incident of Saeed erasing and
not turning in the files about a week after his last day June 30,
2020 (around July 7, 2020). Jeff found out because V5 employee
David Barnes contacted him saying V5 needed the files that Saeed
took. That’s when Jeff realized that Saeed had not given the files
to Regie. Upon Jeff following up with Regie, they found out that
not only had Saeed not turned in the files, but he also had deleted
everything off of his account and deleted all the files from the
V5 server, and downloaded them to a separate private drive. When
Jeff reached out to Saeed asking why he had not turned in the
files, Saeed said that they got deleted by something that the IT
department did, and it was not his fault. Saeed said it might be in
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connection with them deleting his V5 account.

Jeff consulted with his IT department, who informed him
that what Saeed claimed is not even possible. Jeff said that since
the incident, Saeed keeps telling Jeff that he’s downloading the
files but it is taking an extremely long time, and it’s possible
that all the files will be corrupted and there will be nothing
there by the time the download is complete.

Jeff is unclear why Saeed took the files off of the
Dropbox, but he does believe it’s for two reasons: first, due to
the fact that V5 had not been paying Saeed properly, and second,
Saeed trying to cover up the fact that he had done no work for the
company that he was hired to do and he was essentially stealing
from them. This event has had a huge impact on the company because
they are not able to move forward with any projects and cannot
do any work without those missing files. If they are not able to
recover the files, it would cost millions of dollars and would
probably make the company go bankrupt. Saeed taking the files has
affected every aspect of the company, not just the locations that
Saeed worked at.

They are not 100% sure where Saeed did this from; he had
access to the files from his computer, so he could have been at any
location while he downloaded and stole the files. Jeff said he has
dealt with and had to fire many employees over the last six years
but has never encountered an incident like this. Moving forward,
Jeff said he has learned to acquire all company files and property
prior to employees leaving the company and before they are allowed
to get their last paycheck. Also he learned that they should have
multiple backups just in case of situations like this.

Leads
Lead 1: Speak with Mazin, President.

Lead 2: Speak with Regie, VP of information technology.
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David Barmes

On July 28, 2020 I spoke with David Barnes at V5 Systems. He
is a sales engineer for the company; he was formerly an IT Tech
with V5 Systems as well. David said that he first became aware
of this situation with Saeed at the end of June 2020 when Saeed
stopped working for the company. David’s understanding is that
it was a mutual parting of ways. He first became aware through
an email chain he was a part of. He did say that this incident is
ongoing and they have not been able to recover the lost information

from Saeed.

Saeed is saying that V5 Systems changed the passwords and
this caused the loss of information, and that Saeed has been
unsuccessful in trying to recover it. Saeed said the data may be
corrupted and will not download past 50%, that’s the reason he has
not been able to give V5 the missing information. David worked in
IT previously and said that the claims that Saeed has been making
are false; there should be no reason the information got deleted
and there should be no reason that the information should be
corrupted or inaccessible.

David said he believes that Saeed is doing this out of
spite for not getting paid by V5 Systems. Saeed is owed a lot of
money that the company is refusing to pay due to their financial
situation. This has not caused any lingering effects yet, but
it will when they are ready to move forward on their projects.
They will not be able to do so without that missing technical
information. They are not entirely sure what exact information is
missing. Saeed worked out of the Fremont office, but this incident
affected all of V5 Systems in that no one is able to access the
information on the cloud, which has affected all locations.

David stated he has never encountered this problem before
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at V5 or anywhere else. David believes this can be avoided in

the future by having better management, as well as paying their
employees so there are no hostile feelings. He also thinks that
one person should not have had all the power to begin with. Saeed
should not have been the only one with access to that information.

Leads

Lead 1: Speak with Alex, VP of engineering.

Lead 2: Speak with Jeff, senior VP of operatioms.
Lead 3: Speak with Mazin, President.

Lead 4: Speak with Steve Yung, owner.

Lead 5: Speak with Regie, VP of information technology.

Lead 6: Speak with Saeed, defendant.
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